Contract Management User Manual

Veniclligence

SMART VENDOR | MANAGEMENT



Table of ContENES c..cne e,

TAble Of CONTENTS ..oiiieiiiieiiee et e e e e e e et e e e e e e e e e naebearaaeaeeeeaeane 1
Oy o Yo T o T =Y U RPRU 2
DUE DiligenCe PrOCESS .. uuuueeiieiiieiieeiiieee et e e e e et e e e e e e e e e e e e ssar e eeeeeeeereeneanes 3
Contract Manager Responsibilities in Ventelligence..........coovvvvciiiiiiiiiiiiiiiiieceeeee 4
Risk Assessment & Due Diligence: Creating New Projects ...........ceeeeeeeeieiiveiiviiiiiieeeeeeeeeeeveennns 6
Creating (Cloning) a Project from an Existing Template ............ccouiiiiiiiiii i 6
ClONING PrOJECES ..o e et 8
Adding PEople (AHENUEES) ... .ooiiiii e 9
ChanGing SUNVEY PropEIrHES. ... 11
Changing SUNVEY DU DGIE ... e 12
CRANGING SUNVEY ACCESS ..ottt et 13
SAVING SUNVEY CRONGES ...ttt 14
DIBTING SUIVEYS ... 15
Deleting Surveys (CONHMUET) .....c..oiiiii et 16
Risk Assessment & Due Diligence: Editing & Responding to Survey Templates......................... 17
Editing SUNVEY QUUESTIONS ... vt ettt ettt 17
Editing Survey Questions (CONHNUEA) ........ccuiiiiiii oo 18
PUBIISRING ThE SUIVEY ... e 19
ReSPONING 10 The SUIVEY ... et 20
Responding to the Survey (ContinUEd)............uuiiiii e 21
ViIewing & Printing RESPONSES ... 22
PR REPOM 0 FIlE ...t 23
Contract Management: Entering & Reviewing Contract Information .......................l. 24
Contract ManAemMEnt LNk .........cccoiiiiiii oo 24
Confract Management INIHAl SCrEEN ..........ooii i 25
DIASHDOAIT ... 26
Entering & Editing Contract Information..............ouuiiiiieeeiieiieececceee e eeeeens 28
Entering Contract INTOrMQEON .......c....oii oo 28
QNG SHOTTCULS ...ttt 29
Contract ManAgeMENT STEPS «......uuieie et ettt e e e e e eeee e 30
CrEANNG TTIGGOIS st 42
Creating Trigger EMail DOCUMENTS...........cciiiiiii oo 43
Creating Email Global Fields..............ooiiiii e 45
INSEMHNG GlOBAI FI@IAS ... e 47
Saving Email DOCUMENT 1O THGGET «....eiiuiiiiiie oottt 48
AdAing RECIDIENTS TO THGGEIS. ...t eeuieeie ettt ettt 49
Create @ THGGET TIME ....e e ittt ettt ettt e et e e 50
Creating & Previewing Email Templates............cveeeeiiiiiiiiiiiiiiiiiee e 52
Previewing an EMQil TEMPIATE .......cooiiiiie e 52
EMQIl TEMPIATES ..o 53
Risk Assessment for NEW CONIACES ........uuuuuueeiiiiiiiiiiiiiiiiiiiitiiiieiabiabeabaeaabaebbeaeresaeesaeesaeeaaee 55
Risk Assessment for Existing ConIACES ... 57
Due Diligence Checklist. ............ ettt 59
Due Diligence Questionnaire for Third Party Vendors..............coeeeviiiiiiiiiieiiieeeeiiiiiiiieeeenen 62
Legal ReVIEW CReCkIlist ..... ... 65
Monitoring Checklist .........oooiiiiiiiii 66
Additional Information............uiiiiiiiiie e e 67
WHhO 10 CoNTACH FOr HEID ... 67
HEIDTUI LINKS. ... et 67
Page 1 O'I: 68 .................................................................... Ven‘l-e | ence

SMART VENDOR | MANAGEMENT



Getting Started .......oooiiiiiiie e

Welcome to the Ventelligence Contract Management program. This guide is designed to
assist you in managing your contracts, conducting risk assessments and third-party due

diligence activities. Advanced help features are available through the “Help” function, which

appears as @ in the Ventelligence system.

If you have any questions regarding the system, you may contact your FCUL Service Group

Representative, Lori Vary, at lori.vary@fcul.com or via telephone at 941.747.9646.

*The following materials have been prepared by, and are the proprietary property of, the FCUL Service
Group, Inc. The Service Group hereby provides limited permission for its customers who have subscribed
to the Ventelligence program to reproduce, retransmit, and reprint the materials for its own use. All other
reproduction, retransmission, and reprinting of these materials is expressly prohibited in the absence of the
Service Group's prior written consent.
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Due Diligence Process ...........oeeeviuiieiiiiiieiiiiieeieee e

Process & Workflow

Risk Assessment for
New or Existing
’ Vendors ‘

Create or Update Due Diligence
Contract Record Checklist

1 \

Due Diligence

Trigz:ers Questionnaire for
Third Party Vendors
(If Necessary)
Monitoring Legal Review
Checklist Checklist
‘ (If Necessary)
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Contract Manager Responsibilities in Ventelligence.......................

Task:

Create or Edit Contract Record

Contract Manager Responsibility:
Enter new contract or review and update existing contract record information; attach a copy
of the contract to the contract record. If the contract is for a new vendor, begin Risk

Assessment and Due Diligence process detailed below.

Task:

Complete Risk Assessment for New or Existing Vendors

Contract Manager Responsibility:
Respond to questions in Risk Assessment template, save and submit responses, print report to

file, and attach to contract record. (Forward to Management for approval, if required.)

Task:

Determine Level of Due Diligence and Evaluate Risk Assessment

Contract Manager Responsibility:
Review responses to Risk Assessment. If High Risk or Medium Risk exists, continue with Due
Diligence Checklist. If Low Risk or No Risk exists, consider completing the general questions

in Section 1 of the Due Diligence Checklist.

Task:
Complete Due Diligence Checklist

Contract Manager Responsibility:

Review Due Diligence Checklist and select the questions that are applicable to the vendor
being reviewed. Save changes and respond to the questions. If there are questions that can’t
be answered, proceed to the Due Diligence Questionnaire for Third Party Vendors and
contact the FCUL Service Group Consultant who will facilitate this process. Once the Due
Diligence Checklist is complete, save and submit responses, print report to file, and attach to

contract record.

Task:
Due Diligence Questionnaire for Third Party Vendors

Page 4 O'I: 68 .................................................................... Ven‘l-e | ence

SMART VENDOR | MANAGEMENT



Contract Manager Responsibilities in Ventelligence.......................

Contract Manager Responsibility:

Determine which information is needed to complete the questions in the Due Diligence
Checklist. Review the Due Diligence Questionnaire for Third Party Vendors and select the
appropriate questions. Contact the FCUL Service Group Consultant to facilitate
communications with the vendor to provide answers to the questions. Once reviewed and

completed, print report to file, and attach to contract record.

Task:
Complete Legal Review Checklist

Contract Manager Responsibility:
Determine if the contract needs to be reviewed by the credit union’s legal consultant. Notify
the Legal Department or attorney to review for completion. Once completed, print report to

file and save to contract record.

Task:
Complete Monitoring Checklist

Contract Manager Responsibility:
Review and select appropriate questions in Checklist. Respond to questions, noting relevant
dates for triggers. Once completed, save and submit responses, print report to file, and save

to contract record. This is o be completed regardless of the risk status of the vendor.

Task:
Set Triggers

Contract Manager Responsibility:
Using the dates determined in the Monitoring Checklist, set the triggers required to notify staff
and/or vendors of upcoming dates such as automatic renewal, bidding implementation

process, final notification dates, or updated SAS70 reports.

Task:
Update Contract Record

Contract Manager Responsibility:
Review contract information, set triggers for upcoming year, and attach all completed Risk

Assessment & Due Diligence activities to the contract record.
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Risk Assessment & Due Diligence: Creating New Projects...............

Creating (Cloning) a Project from an Existing Template

Connections and Projects X g

= I]_!;_L SmarkSource Server Connections ﬁﬂl‘l:r.?ﬂllq%’\h;?
w=-h F56 B
-- B ¥ our CU Name
-- Sample J@tion

SmartSource Server Connections > Your CU Name

= 7-day Task List (lcgend)

Musias Activity End Time

Connections and Projects . ) .
You have nothing in your Task List

=2 % SmartSource Server Connections
-} Faa
=} ¥our CU Name

% Task List
=4 Projects iects (1
: egend)
E Classifications ] (leg :
B& Current Projects

[ ) 993572 Sample RFP's & Comparable Reports For De Sta
=R edit Linion Templates

Gip Attendees LFF's & Comparable Reports for Demo Puk
uestionnaire for 18ppm Laser Printers C

-7 Due Diligence Checklist .
7] Due Diligence Questionnaire For Third Parky WlVE Search for Position C

2] Legal Review Checkist t for Existing Contract
-7 Monitaring Checklist
Mavigation 7] Risk tissessment For Existing Contracts . e - ;
11 Rick Ascmcernant For New Coritracts F‘rmgct. XXX Credit Union Templates  Pub
Administratio - 53y Documents ecklist L
H--<] Attachments : . .
uestionnaire for Third Party Vendaors L
1) Create a -] Timeline ] ty
Forum ecklist L
% Create a E]—- Reports Helict L
[]—--& Histarical Projects o
Server Conned 0 EF Training t for Existing Contracts L

This is a sample of the first screen that appears when you initially open the Ventelligence

program. The red-lined insert shows how the project tree appears when opened.

To access your project entitled (XXX Credit Union Templates) containing templates related to

the Risk Assessment and Due Diligence process, follow the steps below:

* Click on the “+” beside your Server Connection (Your CU Name), which is located
beneath SmartSource® Server Connections

* Click on the “+” beside Projects

o Click on the “+" beside Current Projects

» Locate the Project containing your Credit Union Name, and click on the “+” beside
this project

e Click on the “+” beside Surveys
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Risk Assessment & Due Diligence: Creating New Projects..............

Connections and Projects
=] ;_'i_ Smartsaurce Server Connections

w |
Ven'cligence

SmartSource Server Connections > Y

) Faa
=k Your QU Hame
Task List
=4 Projects
E= Classifications
= & Current Projects

1) 993572 Sample RFF's & Comparable Reparts for Dema
=R ] dit Union Templates
g fttendees

=] % Surveys
|7 Due Diligence Checkist
[7] Due Diligence Questionnaire for Third Party Yendors
|7 Legal Review Checklist
|7 ranitoring Checklist
|7 Risk Assessment For Existing Cantracts
[7] Risk Assessment For Mew Contracts

|:{} Docurnents

Mew Document, . .
Add Attachment. .
Download Multiple Attachments, | .
Publish [ Unpublish Attachments, . .

Mew Project, . . Chrl+m

Edit Project Properties, . Alt+Enter
Lots and Items. . .
Project Attendees, . .

Project Management. . .

Project Triggers. . .
<] Attachments _
E Tirnefine Zend E-mai
Farurn Survey Management. . |

S Reports
& Historical Projects

Contrack Management, . .

Clone Project, . . |I¢
" Project Messages. . .

Jy  Companies and Users, |

= Forum Questions. . .

Chrl+Ins

Create New Server Caonnection, .

ﬂ Refresh F&

We have provided you with a Master Credit Union Project specific to your credit union. You
will need to create a new project from this Master Project in order to perform Risk Assessment
and Due Diligence activities for each vendor. In order to create (or clone) a new project,
simply right-click (in the tree view on the left) anywhere within the existing template, (shown

above as “XXX Credit Union Templates”) and select Clone Project.

Your Master Credit Union Project is
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Risk Assessment & Due Diligence: Creating New Projects..............

Cloning Projects

Clone Project

Clone a Project

Check the settings of the current project that vou wank to copy, and
uncheck those that vou do not, Then click Finish,

Select the Proj
Projeck Mame: |Clnne of Project: ¥xx Credit Union Templates

Mews Stark Time: | | | |

Select the Project Components to Copy

Loks and Ikems

[ |Attendee

Bids

Docurments and Attachments

Drvey Responses and Evaluations
|:| Project Farurm

|:| Project Messages

= Back Finish ] [ Cancel ] [ Help ]

When the above screen appears, perform the following steps:

* Change the Project Name to the name of the vendor for which you're currently
performing Risk Assessment and Due Diligence activities

*  Uncheck the box beside Attendees (so only you will have access to this Project)

* Leave the check in the box beside Documents and Attachments

* Place a check in the box beside Surveys

e Click Finish

You have just copied the original Master Credit Union Project “XXX Credit Union Templates”
and created a new Project for an individual vendor, which contains all of the Risk Assessment

and Due Diligence Surveys.
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Risk Assessment & Due Diligence: Creating New Projects..............

Adding People (Attendees)

=] Your Credit Union Mame .
Task List =] MNew Document. .
= RIDISELS [ add Attachmert. . .
EE Classifications .
=] & Currenk Projects @@ Download Mulkiple Attachments. . .
T 993572 Sample RFF's & Comparable Reports for Demo ﬁm Publish | Unpublish Attachments. . .
(= {L) 995854 XK Credit Union Templates -
"JJ Attendees O Mew Project, .. ChrlM
= % ST 5 Edit Project Properties. . . Alb+Enter

7] Due Ciligence Checklist

7] Due Ciligence Guestionnaire For Third Party Yen
7] Legal Review Checklist ‘
7] Monitaring Checklist
7] RFP Sample

————
=1

=

cmeEn

Reports

=R ndor Mame
W@y Attendses

% SUrveys
__1 Documents
< Attachments

Project Messages. . .

Companies and Users, . .

7] Risk Assessmert far Existing Contracts -}_} Projeck Triggers. . .
\ 17| Risk Assessment for Mew Contracts j Send E-mail
524 Documents
< Attachments % Survey Management, . .
] Timeline Ezd  Contrack Management, . .
Farum .
5} o] Clone Project, . .
=)
L)

Forurn Questions, | .

] Timeline Gl Create Mew Server Connection. . . Chrl+Ins
Faorum
ﬂ Refresh FS

_ Reports

The original Master Credit Union Project is indicated above by the red arrow, and the new
Project you've created is indicated by the blue arrow. If you want someone to have access to
this Project (i.e. your manager, co-workers, etc., as designated by your credit union), you can
provide this by simply right-clicking anywhere within the new Project and selecting Project
Attendees.
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Risk Assessment & Due Diligence: Creating New Projects..............

*f Project Attendee Setup

Project Attendees

Select the bidders, spectators, and administrators who have access to this project.

|_| File Edit Insert View Help

o Add. .. cY Remove | [ Properties - () Agress+ | (-] E-mal Attendze(s)
Campany E-mail Access

&Project Administrator, Test  F3G loriwary@foul.com  Project Administrator {Cuwn
< Back Finishy ’ Cancel ] ’ Help ]

& .
“fd Companies and Users

Categories
= All Categaries
= Credit Unions & FSG
=[5 Credit Unions
[ Alabama
[ Broward Chapter
[ Central Florida Chapter
[ Gulf Coast Chapter
[ Marth Central Chapter
[ Mortheast Florida Chapter
[ Morthwest Florida Chapter
[ Palm Beach Chapter
[ Pinelas Chapter
[] Sara-Mana Chapter
[ Southernmost Chapter
[ Tallahassee Chapter
Tampa Chapter
=
[ ve
E Cla

Mame

[ lzban |

[3Broward Chapter

[ Certral Florida Chapter
[ Gulf Coast Chapter
[IMorth Central Chapter
[Mortheast Florida Chapter
[ Morthwest Florida Chapter
[Palm Baach Chapter
[Pinellas Chapter

[ 5ara-Mana Chapter

[ 5outhernmost Chapter
[ Tallahasses Chapter

[ Tampa Chapter

Phan

<

Mame

The above screen will appear. To add Attendees, perform the following steps:

e Click on Add, and work in the tree view that appears on the left side of your screen,

indicated by the arrow above

e Click on the “+"” beside Credit Unions and FSG

e Click on the “+" beside Credit Unions

* Locate the chapter for your credit union and click on the “+” beside your chapter
¢ Click on your credit union and the attendees for your credit union will be on the

bottom right hand side of the screen indicated by the blue arrow.

* Click on the people you want to invite to the new Project. You have the ability to add
one person at a time, or multiple people, by holding down the Control Key and

selecting the desired names.

Note: this screen will only show people in your credit union that have a user license for

the Ventelligence system.

*  Once you've selected the Attendees required, click OK and Finish.

Page 10 of 68 VenTe

lgence

SMART VENDOR | MANAGEMENT



Risk Assessment & Due Diligence: Creating New Projects

Changing Survey Properties

E Task List
-4 Projects % Surveys
Eg Classifications
= & Current Projects
1) 993572 Sample RFP's &t Name

1) 995554 e Credit Unior Due MWgence Checklist
Edit | Pghvizw | Evaluste | Responsss | Reporting

s Survey Editor - Due Dilige  _..ccklist

\d ﬂ v ﬁ Survey Propetties... oy @ Evaluator Weighting. ..

<1 Atkachments Du; Diligern:e Bl (1l U . | ,l = =
=] Timeline Edit | Preview! = & = 1 A Ai: &5 =
TE Farum This que Survey _
Reparts OES D Due Diligence Checklist A Question and Ty)
& Histarical Projects =W B Due Diigence Checklist Queskion:
2 £F Training 7 1.1, Background Information:
1.2. Did the credit union cansi
Lo I o I A [N .

The next steps in preparing for Risk Assessment and Due Diligence activities are to change
your Survey Due Date (which is 12/31/2009 12:00 p.m. by default) and change your access
within the Surveys from an Evaluator (which is the default access when cloning a project) to a
Respondent by following the steps below:

* Click on Surveys within your newly created Project, which will provide you with a
window on the right side of the screen containing all Survey Templates

» Select a Survey and click Edit to change the Due Date and your access for this Survey

» Click on Survey Properties indicated by the arrow above
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Risk Assessment & Due Diligence: Creating New Projects..............

Changing Survey Due Date

‘A Survey Properties -- Step 1 of 2

Survey Properties

Select the template ko use and specify the name of the survey and a brief description. The Responent due date is
mandatory and will Force respondents ko submit responses by the date and time, The Evaluator due date is optional and if
enabled will Force evaluators to submit before the date and time.

select a Survey Template

Template: |Due Diligence Checklisk | @

Survey Information

Mame: |Due Diligence Checklist |

Description: This checklist is For the credit union manager ko utilize in the due diligence process for a
third party wendor,

Respondent Due Date: ) 12/31/2009 v | [1z:00:00PM 3|

|:|Enab| December, 2009

Sun Mon Tue ‘Wed Thu Fri Sat
1 2 3 4 &

& 7 & 9 10 11 1z [ ] ) I l [ I
15 14 15 16 17 18 1o P° VS o IRl
2021 oz o23 24 25 26

27 zn = a0 Bl

[ IToday: 2/19/2009

Significant Digits:

Ewaluator Due Date:

In order to set a timeframe or deadline for the completion of a Survey (by an employee or
vendor), you must change the Due Date of the Survey. To do this, simply click on the drop
down menu for Respondent Due Date, and a virtual calendar will appear. Once the desired

dates and times are selected, click Next to proceed to the Survey Attendee Access screen.
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Risk Assessment & Due Diligence: Creating New Projects..............

Changing Survey Access

' Survey Properties -- Step 2 of 2

Survey Attendees

Each project attendee can be given a

‘a Survey Properties -- Step 2 of 2

then select the level of authority to bd | Survey Attendees

- Owner@El, Access - )

Each project attendee can be given access to administer, evaluate, or respond to a survey. Select the user
then select the level of authority to be given,

B et Project Administrator 3G

&*‘ Test

M2 ChamEE 5% Oy %ﬂccessv xgisabled OEermissions... 2, Blind Evaluation

Marne survey Administrakor

Respondent {Sponsor)

Project Access Survey Access

Project Administrator Respondent {Sponsor)

<l D e

Once in the Survey Attendees screen:

e Click on your User Name (highlighted by the blue bar shown above)

e Click on Access

* Select Respondent (Sponsor)
» Click Finish

Page 13 of 68 venTe

lgence

SMART VENDOR | MANAGEMENT



Risk Assessment & Due Diligence: Creating New Projects

Saving Survey Changes

i/ Survey Editor - Due Diligence Checklist

q’ | - | 5 Survey Properties... g @Evaluatnr Weighting,., B r |~ |-
14 445 E = = ';EEE =
- B3
Save Template As, . .

2 Question
5 [l Diligence st b Quﬁ Custom Types... |~ - @Jv -(_K' Clnse?

T 1.1. Background Information:

Save Template

1.6, Did the credit union consi

B B Business Model
¢ .MI[7] 2.1, Does the credit union unc Lype:

Once finished, click on the Save icon in the top left corner of the Survey and select Save

Survey. Select Close and this completes the process for this particular Survey.

*Note: These steps must be completed for each of the Surveys that you will be required to

complete for this vendor within this project.

Weme lgence
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Risk Assessment & Due Diligence: Creating New Projects..............

Deleting Surveys

* SmartSource Desktop 7.5.1.950 (lvary)

File Administration Ackion  View Help
3 =T

Projeck: &

B ==z I I e

Connections and Projeckts =
= % SmarkSource Server Conneckions
Gk Fsa
=5k Your CU Name
% Task Lisk
= Projects
E= classifications
= Q Current Projecks
S 993572 Sample RFP's £
=D 929402 Yendor Mame
% Atbendees
S| =
Documents
< Atbachments
B Timeline
Forum
ZH reports
T 995854 My Credit Uni

@ Histarical Projecks
ﬁ Training

B

= ﬂ Refresh 7= g =4 IE Connections and Projec
= e R I Rt he

P T =TI W% W [ [ e~ i~ MWW TN (%

@y b

i Surveys

Due Diligence Checklist
Edit | Previews | Evaluste

This chedklist is for

Due Diligence Questionn,
Edit | Preview | Evaluste |

This questionnaire
process.

Legal Review Checklist

Edit | Preview | Evaluste

This chedklist is for

Pilee [l G EER W

\'\,,"'

Mews Document. . .

Add Attachment, . .

Download Multiple Attachments, | .
Publish { Unpublish Attachments, . .

Mew Project. . .

Edit Project Properties, . .
Loks and Items. . .
Project Attendees. . .
Project Management. . .
Project Triggers. . .

Send E-mail

Chrl+m

Alc+Enter

Surwey Management. . .

a1 & [ D

&

B @

Conkract Managemenk, . .

Clone Project. . .
Project Messages, . .

Companies and Users, . .

Forum Questions, . .
Create Mew Server Connection, . .

Refresh

|

Ctri+Ins

FS

You will not be required to complete ALL of the Surveys for a vendor (i.e. you will need to

complete only one Risk Assessment per vendor). Once you've selected and changed the

Survey Properties for all of the Surveys you’ll be required to complete for this vendor, you

have the ability to delete the Surveys you won’t be utilizing as follows:

* Place your cursor anywhere within the program you’re working with (in the tree view

on the left)

» Right click and select Survey Management
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Risk Assessment & Due Diligence: Creating New Projects..............

Deleting Surveys (Continued)

Survey Management )

Surveys

Surveys give administrators a powerful method ko collect information from bidders as well as
scoring each bidder on Factors other than price, Create and edit questionnaires, and then views

the results with this wizard.
EEICreate [ew Survey, . . f Edit Survey. . . Q Evaluate, . . §_| Wiewe Responses, ‘ == Delete Survey !
Skakus Date Revised ate Published

Mame

Due Diligence Checklist for High Risk vendors Published ta All 21712009 1:59:02 PM 201312009 12:2¢

Due Diligence Checklist for Low Risk Yendors Published ta All 2/16§2009 1:57:21 PM 20972009 10:11:

Due Diligence Checklist For Mediumn Risk Yendors Published to Al X

Due Diligence Questionnaire For Third Party Wendors  Published ta All Confirm

Legal Review Checklist Published to Al . . .
Monitaring Checklist Published to &l \l\"/ Are you sure you want ko delete the survey "Risk Assessment For Existing Contracts"?
Risk Assessment For Existing Conkracks Published to All

smenk For New Conkracts ok Published

g N
)

| =

|~

You have the ability to select one Survey at a time, or multiple Surveys by holding down the

Control Key and selecting the desired Surveys. To delete the Surveys you won't be utilizing

perform the following:

o Select the desired Survey(s), and click on Delete Survey
*  You will receive a confirmation message asking if you're sure you want to delete the

Survey. If you are sure, click OK
» Then click Finish

You are now prepared to begin your Risk Assessment and Due Diligence activities.
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Risk Assessment & Due Diligence: Editing & Responding to
Survey Templates........oeoiiiiieiiiiii e

Editing Survey Questions

Surveys
Mame Status
Due Diligence Checdklist Published

Edit | Preview | Respond | Responses | Reporting
This chedklist is for the credit union manager to utilize in the due diligence process for a third party venc

Due Diligence Questionnaire for Third Party Vendors

Edit | Preview | Respond | Responses | Reporting
This gquestionnaire is a reguest for information from third party vendors regarding their product or servi
process.

Legal Review Checdklist

Edit | Preview | Respond | Responses  Reporting
This checklist is for internal and external credit union legal staff to review for key contract dauses and |

Maonitoring Checklist

Edit | Preview | Respond | Responses | Reporting
This chedkist is for a credit union manager to utilize in determining the level of due diligence follow-up re
existing third party vendor relationship.

RFF Sample

Edit | Preview | Respond | Responses [ Reporting
This document is for a credit union to utilize in distributing consistent instructions, details and specificatic
party wvendors pertaining to a specdfic commodity.

Risk Assessment for Existing Contracts

Edit | Previevs | Respond | Responses  Reporting
This assessment is for determining the level of risk associated with an existing third party vendor relatio

Assessment for Mew Contracts .
Pre'.liew | Respond | Responses [ Reporting Published

Thiz assessment is for determining the level of risk assodated with a new third party vendor relationshig

Published

Published

Published

Published

Published

Within the “Surveys” Section of the project, you will have access to this page containing a list
of Risk Assessment and Due Diligence templates in the Ventelligence program. All of these
templates are for internal use by the credit union, with the exception of the Due Diligence

Questionnaire for Third Party Vendors.

This particular Survey can be completed by the vendors within the software through a portal
site. Once you’ve customized your questionnaire, you will simply contact the FCUL Service
Group consultant who will provide the vendor with a user name and password to access the
portal site and we will facilitate the process of communication with the third party vendor for
you.

Each template is customizable to your credit union. You can choose which questions to
include or revise in your Survey by clicking on the Edit link. If you decide not to edit your
Survey or if you have already edited it, you can respond to the questions in the Survey by

clicking on the Respond link.
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Risk Assessment & Due Diligence: Editing & Responding to
Survey Templates .......cooeeiiiiiiiiieiie e

Editing Survey Questions (Continued)

. U ~ 7 Survey Properties... oy E Evaluator Weighting...

- -

Survey
=l D Risk Assessment For Mew Contracts
= E Risk Assessment For Mew Contracts
] 1.1. The purpose of this document is to provide a tool £
=l E Risk Assessment Queskions

- H --- \Was more than one third party vendor considered pi

2.1, Document that the third party vendor relationship

7| 2.2, Is the activity mission critical?

2.3, Has a cost/benefit analysis been examined? If no,
2.4, Haow will the credit union manage member expectat
2.5, What is the exit strategy?

2.6, Docurnent the evaluation of costs of monitaring an
2.7. Have measurable and achievable goals been clearl
2.8. Have levels of authority and responsibilicy been cle
2.9, Do the financial projections align with the credit un
2,10, Define the nature and scope of the credit union's

Once in the Edit mode, you can choose the questions you wish to exclude from the Survey by
un-checking the box next to the question. When you remove the check from the box, the
system automatically renumbers the remaining questions in the section. You also have the

ability to revise wording within each question and add new questions to the Survey.

Once all desired revisions have been completed, you will need to publish the Survey.
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Risk Assessment & Due Diligence: Editing & Responding to
Survey Templates .......cooeeiiiiiiiiieiie e

Publishing the Survey

‘A Survey Editor - Risk Assessment for Mew Contracts

- e a' 7 survey Properties... g @Evaluatur Weighting... & » |- -
—

Bl [| v Unpublished A4 A== = E
Publish ko Evaluators

Surve
uestion =
3 W[ Publish ta Al acts I_J__; .
= WT 2 PISK Assessment rar Mew Lonkracts gua | Custom Tvpes... | (G &9 T~ - e

] 1.1. The purpose of this document i - &
E Risk Assessment Questions L

) Youmust save your changes before publishing, Would you like ko save your changes and publish the surveys

[ OF. H Canicel ]

4

In order for all Attendees that have been invited to this project to view the Survey and your

responses, you must first publish the Survey as follows:

» Click on the indicated by the red circle above on the left side of the screen

» Select Publish to All from the drop-down menu

* The above confirmation window will appear, asking you if you'd like to save the
changes you have made. If you're comfortable with the changes, click OK

e Another window will appear confirming the Survey has been published

e Click OK

» Select Close from the toolbar at the top right corner of your Survey
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Risk Assessment & Due Diligence: Editing & Responding to
Survey Templates .......cooeeiiiiiiiiieiie e

Responding to the Survey

Surveys
Mame Status
Due Diligence Checklist Published

Edit | Preview | Respond | Responses [ Reporting
This chedklist is for the credit union manager to utilize in the due diligence process for a third party venc

Due Diligence Questionnaire for Third Party Vendors Published

Edit | Preview | Respond | Responses [ Reporting
This questionnaire is a request for information from third party vendors regarding their product or servi
process,

Legal Review Checklist

Edit | Preview: | Respond | Responses [ Reporting
This chedklist is for internal and external credit union legal staff to review for key contract dauses and I

Monitoring Checklist :

Edit | Preview | Respond | Responses [ Reporting Published
This chedklist is for a credit union manager to utilize in determining the level of due diligence follow-up re
existing third party vendor relationship.

RFP Sample

Edit | Preview: | Respond | Responses [ Reporting
This document is for a credit union to utilize in distributing consistent instructions, details and spedcificatic
party vendors pertaining to a specific commodity.

Risk Assessment for Existing Contracts

Edit | Preview: | Respond | Responses [ Reporting
This assessment is for determining the level of risk assodated with an existing third party vendor relatio

Risk Assessmg or Ny Contracts .

Edit | Prewviews pond ) Responses | Reporting Published
This asses = for determining the level of risk assodated with a new third party vendor relationshig

Published

Published

Published

To respond to the survey, click on the Respond link in the Template window.
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Risk Assessment & Due Diligence: Editing & Responding to

Survey Templates .......cooeeiiiiiiiiieiie e

Responding to the Survey (Continued)

‘8 Survey Res~—

Submit Response,

T iqp

sment For Mew .

= E 1. Risk Assessment For Mew Conkracts

2z N

The purpose of this document

= E 2. Risk Assessment Questions

2.1,
2.2,
2.3,
2.4,
2.5
2.6,
2.7.
2.8.
2.9

Was mare than one third part
Docurnent that the third party
Is the credit union skaff qualif
Is the activity mission critical?
Has a castfbenefit analvsis be
Howy will the credit union mang
What is the exit strategy?

Document the evaluation of cf
Have measurable and achiews

2,10, Have levels of authority and

2.11, Do the financial projections &

2,12, Define the nakure and scope
=] E 3. Risk Assessment Areas

3.1,
3.2,
3.3
3.4,
3.5
3.6
3.7
3.8,

Credit Risk can be incurred by
Interest Rate Risk is the risk b
Liquidity Risk is the risk ba ear
Transaction Risk arises From p
Compliance Risk exists when ¢
Skrategic Risk arises when cre
Reputation Risk arises from ne
Based on vour understanding

Previous Question

Mext Question

5 Copy [Z2) Paste 21’=1|E>':|:u:rlzv d S @J @ﬁ i Cose

Veniclligence

ST VIS | i

| >

1. Risk Assessment for New Contracts

QUESTION:

1.1

party vendors.

Please provide the following:

The purpose of this document is to provide a tool to assist
credit union staff in the risk assessment process for third
party vendor relationships. This process is designed to
determine the extent of risk assessment and the level of
due diligence required to move forward with new third

Response

Vendor Mame

Describe the product or service to be provided by the third
party vendor relationship.

Date of Review

Reviewer Name

As you are responding to your Survey questions, you have the ability to save your Survey by

clicking on Save, circled in red above. We encourage you to save frequently, as you would

when working on files in either Excel or Word. Once you have completed your responses,

click on Submit Response to complete the process.
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Risk Assessment & Due Diligence: Editing & Responding to
Survey Templates .......cooeeiiiiiiiiieiie e

Viewing & Printing Responses

Surveys
MHame Status
Due Diligence Chedklist Published

Edit | Preview | Respond | Responses { Reporting

This chedklist is for the credit union manager to utilize in the due diligence process for a third party venc
Due Diligence Questionnaire for Third Party Yendors Published
Edit | Preview | Respond | Responses f Reporting

This questionnaire is a reqguest for information from third party vendors regarding their product or servi
process,

Legal Review Chedklist

Edit | Preview | Bespond | Responses § Reporting
This chedkist is for internal and external credit union legal staff to review for key contract dauses and |

Monitoring Checdklist -

Edit | Preview | RBespond | Responses f Reporting Published

This chedklist is for a credit union manager to utilize in determining the level of due diligence follow-up re
existing third party vendor relationship.

RFP Sample
Edit | Preview | Respond | Responses § Reporting

This document is for a credit union to utlize in distributing consistent instructions, details and specificati
party vendors pertaining to a specific commodity.

Rizk Asseszment for Existing Contracts

Edit | Preview | Respond | Responses f Reporting
This assessment is for determining the level of risk assodated with an existing third party vendor relatio

Rizk Assessment for Me

wethracts .
Edit | Preview | Respond | Responses § Reporting Published

This assessment is fo evel of risk assodated with a new third party vendor relationshir

Published

Published

Published

To review the responses and print the report to a file, click on the Responses/Reporting link in

the Template Window.
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Risk Assessment & Due Diligence: Editing & Responding to
Survey Templates .......cooeeiiiiiiiiieiie e

Print Report to File

=
4 Surve: P--nanse Management

= Check Questions = ey Check Attendees - |]|] Pause | @ Edit... 7| Status - Lock Responses = i Close
Significa . Check all |g55 Export , = A~ E‘ = ,
Marne Check attachment Questions Status Date Revised Drake Publish
ﬂ’Test Proj Uncheck al Submitted S5/15/2009 2:55:24 PM S/15fz009 2;
[l Lori vary = Opened 10/16/2008 12:11:45 ...
Liz Aperauch F53 Opened 12/15/2008 3:36:52 PM
Marvin Garland F5iz Mok Skarted
|l anita Stoumbelis F5G Mok Started
|l richard Akt Faia Mok Started
ey
= D Risk Assessment For Mew Conkracks -~

= E 1. Risk Assessment For New Contrz ve “‘T‘T‘llq‘_"?&:‘:
EH 1.1. The purpase of this docurr
- B = Risk Assessment Guestions 1. Risk Assessment for New Contracts
2.1, Was more than one third
2.2. Document that the third pu

2.3, Is the credit union staff qu CLEarin.

2.4, Is the activity mission critic The purpose of this document is to provide a to
2.5. Has a costfbenefit analysi: credit union staff in the risk assessment proces:

2.6, How will the credit union e party vendor relationships. This process is desi

2.7, What is the exit strategy? 1. determine the extent of risk assessment and th

2.8, Document the evaluation ¢ due diligence required to move forward with ne

2.9, Have measurable and achi party vendors.
2,10, Hawve levels of authority .

2,11, Do the financial projectio Please provide the following:
2,12, Define the nature and sc %
< | > | Question Yiew | Answer Comparison Wisw | Score Wiew | Section Total Vie
—_— —

To view the questions and answers, check the box beside the person’s name whose responses
you want to review. Click the down arrow on the Check Questions button, and select Check
All to view all questions and answers. You will be able to view the report from several different
perspectives, depending upon the number of respondents and scoring options. For the

purposes of this exercise, we will focus only on the Question View.

Depending upon your credit union’s policies, you have several options for printing the reports

to an electronic file.

* PDF: If you have a PDF Writer, click on the Printer icon and select it as the printer.
Save the document to a file where you can locate it easily.
*  Word: If you prefer a Word document, click on the Export button and select the option
Export Page to Word, then save the Word document to a file where you can easily locate it.
* Excel: If you prefer to save it as an Excel file, click on the Export icon and select one of
the options for Excel.
*Note: The Excel export will require additional formatting to make a document that is
easy to read. For this reason, we do not recommend that you use this option.

The procedure for attaching these documents to the contract record is outlined in the

Contract Record Management Section.
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Contract Management: Entering & Reviewing Contract
INFOrMAtiON . ...oui i

Contract Management Link

*f SmartSource e Desktop 7.5.1.950 (lvary)

File Administrakion Action  Miew Help

XJ ﬁ B ﬁ&efresh : Eﬂ = | %Cnnnectlnns and Projects awgatn:un

Project: B | B3 B @ O %5 e %I—_P’ I~ Ww

Connections and Projects x
= % SmartSource Server Conneckions ve“:fnrﬂ ence
I Fsa -
= E‘ Vaur CL Mame smartSource Server Connections > Your CU
| Task List
= 4 Projects 2 7-day Task List (lcoend)
Eg Classifications
Current Projecks Project
Histarical Projects

ﬁ Training

To access Contract Management, click the Handshake symbol (indicated in the above screen

shot) on the toolbar.
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Contract Management: Entering & Reviewing Contract
INFOrMAtON . e

Contract Management Initial Screen

*f Contract Management

File Edit Wiew Help

[ Mews Folder i _g',j 2% Impart Contracts. .. Mew Contract,., 7 Edit Contract,,, 4 X_Qelete Y SearchFilker a Reports @)

ontracts
2B 11y Contracts

5 Filkers

@e"!’!?i ligence

My Contracts - Test Project Administrator

Contract Management Dashboajs
@ You have 2 new contract(s)¥in your Inbox. NewYontracts hidden by filters: 0
ﬁ You have 5 contract(s) in 0 fd g#= hidden by filters: 0
Q You have 1 contract(s) labeled important. Important contracts hidden by filters: 0
ﬁ You have 1 contrack(s) labeled To Do. To Do contracts hidden by filters: 0

BAJ' You have 0 saved searches.

)
“b. Configure Contract Types

To access your contracts, click the Inbox link. Open Inbox link or expand the My Contracts
node in the tree view on the left, then click Inbox. The Contract Management Inbox is user-
specific and can be organized and filtered according to your own needs and preferences,

without impacting other users’ views.
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Contract Management: Entering & Reviewing Contract
INFOrMAtON . e

Dashboard

Mews Conkrack, .., ﬁ;gdit Contrack, .. _?1 xgelete 5% SearchyFilter Eepu:urts L))

lw: Al Td
MNarme Description Conkrack Tvpe Risk Assessme. ..

E Cllz4 ATM[Debit Card Processor Basic Contract incl 7 Risk Areas High
@ Dunbar Armored Car Services Basic Contract incl 7 Risk Areas High
@ Morgan, Colling ... CPA & Auditing Services Basic Contract incl 7 Risk Areas High
! Swrnikar Care Swskern Basic Contract incl 7 Risk Areas High
t Herom Copiet Renktal, Purchase a... Basic Contract incl 7 Risk Areas Lo

The Dashboard contains a list of your contracts. All contracts that you have access to are
available in the dashboard and will initially appear in bold type, which signifies that you

haven’t viewed them. Once you've viewed them, they will appear in regular type.

You also have the ability to label your contracts. As illustrated in the above screen shot, the
briefcase icon indicates a “To Do” item, and is in blue type, and the exclamation point icon

indicates an “Important” item, and is in red type.

Once you click on the contract name, all of the details pertaining to that contract record will

appear.
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Contract Management: Entering & Reviewing Contract
INFOrMAtON . e

Wigw: o all- /" NoFilters Enabled = Column Headers + Pt
Marme T Description Conkract Type
@Q 24 ATMiDebit Card Processor  Basic Contrack incl 7 Risk Areas

Venicligence Contract Management

Contract Name: CU24
Contract Type: Basic Contract ind 7 Risk Areas

ATM/Debit Card Processor

&» Company Information

Name Value
Company Mame cuz24
Commodity ATM/DC System
Company Contact Person Richard Kimball

875 Cook County Hospital Way
Company Address Chicago, IL 60601
Company Contact e-Mail Address

(<) & Websites rkimball @cu24.com

& Key Contract Dates

Name Value
Begin Date 3/19/2007
End Date 3/15/2009
Bid Date {Begin to look at new

vendors Esgolicit bids) 9/18/2008
Near Date (Date to provide notice

to vendor if not renewing 12/18/2008

contract)
Automatic Contract Renewal Date  12/18/2008

This is a sample of some of the details available in an individual contract record view.

In addition to Company Information and Key Contract Dates (shown above), additional
details include Risk Assessment, Due Diligence, Legal, Internal Information, Monitoring,

Parties & Attendees, Notes, Documents, and Triggers.
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Entering & Editing Contract Information............ccoooooiiiiiii..o.

Entering Confract Information

*f Contract Management

File Edit Wiew Help
[ Mew Folder ﬂ [mpnrtCnntracts... % Edit Contract. .. j xgelete 3% Search|Filter E

Contracts .
Wiew: Al
= § My Contracts
Inbox Mame Description Conkrack Type Conkrack Cwner
E_{ Saved Searches @ Dunbar Armored Car Servic... Basic Contract incl 7 Ri... David Letterman
? Filters @ Morgan, Collin... CPA & Auditing Ser... Basic Contract incl 7 Ri...  Kristin Davis
! Symitar Core System Basic Contrack incl 7 Risk A...  Bruce Wilis
@ Herax Copier Rental, Purcha,,,  Basic Contract incl 7 Risk A, Jennifer Aniston

Conkrack incl 7 Risk &,..  Harrison Ford

AT S 25

Venic ligence

Contract Name: CU24
Contract Type: Basic Contract ind 7 Risk Areas

ATM Services

£ Company Information

To enter a new contract record or edit portions of the contract record, click on either New

Contract or Edit Contract, as appropriate.
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Entering & Editing Contract Information............ccoooooiiiiiii..o.

“Editing” Shortcuts

== Related Links

Links
ﬁ Add/Edit/Delete Parties and/for Attendees =y AddNiew a Note
Add Edit/Delete Documents x Delete Contract

'-}_} Add/EditjDelete Triggers

Links at the bottom of the individual contract record allow you to access 4 sections of a

current Contract Record quickly or delete the Contract Record.
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Contract Management STEPS .........viiiieeiiiiiiiiieeeiee e

FTE Contract - Step 1 of 12 M]‘

Contract Information

Define the contract name and type, then tvpe a description.  Fields in red with an
askerisk are required.

Contract Information

|
Conkrack Mame®; |CU24| |

Description: | aTM/Debit Card Processar

@ Twpe™: |Eiasi-: Conkract incl 7 Risk Areas |v| >
P {p

= Back. [ Cancel ] [ Help

A custom Contract Type was created for your credit union. The number of steps for a contract
will vary depending upon the Contract Type. The first step to creating a new contract or
editing an existing contract involves defining the contract name, description, and contract
type. The items in red font with an asterisk are required and the system will not allow you to

progress without entering information in these fields.

Be sure to double check that you have selected the correct contract type on this page.

Your Contract Type is

Click Next when you have finished.
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Contract Management STEPS .........viiiieeiiiiiiiiieeeiee e

1-‘{3 Contract - Step 2o0f 12 M

Internal Information

Please enter the specified fields for this contract. Fields in maroon and with an asterisk are
required fields.

Internal Information

Annual Spend Amount (Enter numbers; excude characters) |1 5000

Contract Owner IHarrisDn Ford

= Back ][ Mext = ] [ Cancel ] [ Help

The information in this step may vary according to your customized contract type.

When completed, click Next.
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Company Information

Please enter the specified fields for this contract. Fields in maroon and with an asterisk are
required fields.

Company Mame™ uz4

odity |ATM/DC System

Richard Eimkall
Company Contact Person
875 Cook County Hospital Way
Chicago, IL e0g0l1
Company Address
Company Contact Telephone
Mumber
rkimballcuZd  com
Company Contact e-Mail Address{s) E
[ < Back J[ Mexk = ] [ Cancel ] [ Help J

Please note that the Company Name is a required field in this particular contract type.

Required information is indicated by red font and an asterisk.

Note: Since the Company Contact Telephone Number field has been left blank, nothing will

appear in the contract record view in the dashboard, including the field name.

When completed, click Next.
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Contract Management STEPS .........viiiieeiiiiiiiiieeeiee e

17 Contract - Step 4of12 1,“_@}:{1

Key Contract Dates

Please enter the specified fields for this contract. Fields in maroon and with an asterisk are
required fields.

Key Contract Dates
End Date  |v/eoTrEm—m PP I =
Bid Date {Begin to look at new vendors to Sé’ll"g [thursday, September 18, 2008 12:00:00 AN ||
Mear Date (Dats to provide notice to vendor it [ reday, December 18, 2008 12:00:00 AM
not renewing contract)
Automatic Contract Renewal Date I'I'hursday, December 13, 2003 12:00:00 AM

[ <Back || mext> | [ cancel | | hHelp |

This step allows you to select dates for key events in the life cycle of your contract. These

dates will assist in defining reminders or “Triggers” in the final step of creating the contract.

The first date in this step (Begin Date, circled in red) will default to the current date if you
haven't selected a date. Please be sure to highlight and delete this date if it is incorrect.

Once you've selected all relevant dates, click Next.
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Contract Management STEPS .........viiiieeiiiiiiiiieeeiee e

"¢/ Contract - Step 5012 m= x|

Risk Assessment Information
Pleaze enter the specified fields for this contract. Fields in maroon and with an asterisk are required fields.

Risk Assessment Information

Has Risk Assessment Worksheet been completed and |Yes LI
approved by appropriate staff?
Credit Risk

Interest Rate Risk
Liquidity Risk
Transaction Risk

H i= miz=ion critical vl

Compliance Risk Phnber data is at risk x|
Strategic Risk
Reputation Risk
Risk Assessment Overall |High
Risk Assessment Report Date II'-'Iund ay, May 12, 2008 12:00:00 AM
[ < Back, ][ Mext = J [ Cancel J [ Help

This step will allow you to enter Risk Assessment ratings; the results will display on the

individual contract record screen in the dashboard to provide information at a glance.

Once the information is completed to your satisfaction, click Next.
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[ Contract - Step 6 of 12 =

Due Diligence Information

Please enter the specified fields for this contract. Fields in maroon and with an asterisk are
required fields.

Dwe Diligence Information

Has the Due Diligence Chedklist been IYES ;!

completed and approved by appropriate
staff?

Is it necessary for this third party | (please =elect) ;I
vendor to complete a Due Diligence
Questionnaire?

Has the third party vendor completed I (please =elect) ;I
the Due Diligence Questionnaire?

| <Back || mext> | | cancel | | el

This step allows you to track the status of the Due Diligence Process for this contract.

Once the information is completed to your satisfaction, click Next.
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Legal Information
Flease enter the specified fields for this contract, Fields in maroon and with an asterisk are
required fields.
Legal Information
Reviewed By Legal | Mo ;I
[ = Back ][ Mexk = ] [ Cancel ] [ Help ]

This step tracks the contract’s progress through the approval process by the Legal Department

or your attorney, if applicable.

When you have completed the information to your satisfaction, click Next.
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Contract Management STEPS .........viiiieeiiiiiiiiieeeiee e

B= ]

Monitoring Information

Please enter the specified fields for this contract. Fields in maroon and with an asterisk are
required fields.

Monitoring Information
Has the monitoring checklist been completed and |Yes-. LI
approved by appropriate staff?
Date of Most Current Annual Financial Report |

Date of Most Current SAS 70 Repaort IFrida',r, August 08, 2008 12:00:00 AM

Date of Most Current Insurance Policy IFFH:IE[‘_,{. August 08, 2008 12:00:00 &AM

EIjEE

[ < Back J[ Mext = ] [ Cancel J [ Help ]

This step allows you to track key monitoring information for the contract. These dates will also

assist in defining reminders or “Triggers” in the final step of creating the contract.

Once you have completed the information to your satisfaction, click Next.
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“ Contract - Step 9 of 12

Parties and Attendees

Add, rename, or delete parties or attendeels). & party is generally the name of a company or group of people;
attendees are the people within a party.

EE' &dd Parky l:ul Add Attendee q Access = == Remave | [ | Layout -

Internal External

= $E

Mary, Lot {Cvwner)
b Project Administratar, Test (Attendee)

Hammiock, Lisa {Attendes)

[ < Back. ][ Mext = [ Cancel ] [ Help

This step enables you to define who will be provided access to the contract record details. A
Party is a group of people; whereas, Attendees are individual people who can view the
Contract Record in their Contract Management Inbox. They will have the ability to modify and

delete the contract, so bear this in mind when making these assignments.

*Note: Only people in your credit union who have a user license for the Ventelligence
program will be displayed here.

Once you have completed assigning attendees, click Next.
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Document Information

Aadd, rename, or delete associabed documents,

= E} Add ;IE: Renarne @ Edit == Remove __=§ Email

%RFP - Executive Search.doc

53 Documents

Document Hame File Name

Williams Contract.FDE Williams Contract.PDF

Williams Gautier Due Diligence Checklist.doc Williams Gautier Due Diligence Checklist.doc
Wiliams Gautier risk assessment.doc Wiliams Gautier risk assessment.doc

| <Back |[ mets | [ cancel | [ Hep |

This step allows you to attach documents such as contracts, addendums, risk assessments,
due diligence checklists, legal checklists, and monitoring reports as you progress through the

due diligence process. If you're not prepared to attach a document at this time, click Next.

To add a document, click Add on the toolbar and follow the prompts. Once you select a
document, the other toolbar features (circled in red above) become available to you. Once

the appropriate documents have been attached, click Next.

*Note: Whenever you've attached a document to your contract record, you can open it by
clicking on the document link you’ve created and saving it to your preferred drive. Once
you're finished viewing and/or printing your document, you can delete the document from

your drive if so desired.
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Contract Management STEPS .........viiiieeiiiiiiiiieeeiee e

1@ Contract - Step 11 of 12 M

Mote Information

add any notes pertaining ko the contrack

o= Add Mote
Sha ] Date | Timne
[_A This contract has an automatic renewal clause, 812212005 2:24:42 PM

= Back ][ Mexk = ] [ Cancel ] [ Help

Any relevant notes are attached to the contract through this step.

Reminder: Once a note has been added, it cannot be edited or deleted.

To add a note, click Add Note and follow the instructions. To continue, click Next.
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“¢/Contract - Step 12 0f 12 = =)

Triggers
once the trigger time executes For this contract it will not run again {even if vou change the value of
the date/time field), To run the trigger again, edit the contract and add a new trigger time,
Add Trigger —* Edit Trigger aj: Delete Trigger Show Over-Run Columns >
i Attendeels) |
g e
5 2 Send an e-mail True <Mook Executed Yek> Lari Yary
%Trigger #3 Send an e-mail True <Mook Executed Yek> Lari Yary
1]
m ini | m
e
’ = Back q_[ Finish J > [ Cancel J [ Help ]
=

This is the step that allows you to define times and types of Triggers, which are reminders of
certain events throughout the life-cycle of the contract. These events could include reminders
of automatic renewal, expiration dates, collection of updated SAS 70 reports, or even to
consider new vendors.

Once you've selected an existing Trigger, the other toolbar features become available to you.
If you don’t wish to add a trigger at this time, click Finish and your contract record will be

complete. To add a new Trigger, click on the Add Trigger button. More details regarding the
next steps are on the following pages.
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Creating Triggers

*f Contract Trigger - Page 1 of 3

Trigger Acktion

Select an ackion For the trigger ko perform,  IF wou make a miskake while
defining this trigger, click "Set Back to Default" to cancel wour changes.

Trigger Ackion
(%) 5end an E-mail ) 5et a Label () Change Field

Revert Trigger to Default

[ @.! Set Back to Default

[+]Enable Trigger = Back ’ Mext = ] ’ Cancel ] ’ Help ]

Although there are 3 formats available for your Triggers, it is highly recommended that all
triggers be defined to send an email. This will ensure your receipt of active notices for

upcoming events, regardless of whether or not you’ve logged into the Ventelligence program.

Once you have made the proper selection, click Next.
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Creating Trigger Email Documents

*f Contract Trigger - Page 2 of 3

E-mail Trigger

contrack atkendees), You can also add individual recipients.

Define the e-mail contents, then select the recipients (contract owner ar all

Send an E-mail

E-mail Document;

Select Attendees

The Contract Owner

[ ]all attendees in the Contract

lfl]i Mew Attendes(s), . . = Deleke Attendesis)

[ ]al Inkernal Attendees
[ ] &l External Attendees

Marme

[] & Hammack, Lisa

O 8 Project Administrator, Tesk
8 Vary, Lori

E-mail

lisa. harnmock@f ool com
lori. waryi@Foul, com
leary@Feul. com

Enable Trigger < Back "

Mext = l ’ Cancel ] ’ Help

There are numerous email templates within the Document Library of the Ventelligence

program from which you can select to develop your own customized templates, or you can

create your own. To begin, click on the browse box circled in red. You will be unable to

proceed until you have selected an E-mail Document.
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“¢ E-mail Document

Create and Save -mail Document

Create an n e-mail ko be sent at a later date, ¢

save the e-

¢ 5] Templates + [ save Cancel (0

p—— "E E-mail Document

e Create and save an e-mail o be sent at a later

2B (1] () (m)- | verdana save the e-mail,

Create and Save an E-mail Document

Templates - Save Carlel

H — | “Z/ Document Library

Select Template. .. i
||: Fil= Edit Wiew Help
Save Template [
| Ca.. Mame File: Mame

Save Template As... — {5 (=)Blank Template

i Insert Field JE (=) CFE Bid Date Trigger - 150 days
b ﬂ CFE Conkrack Expiration Trigger
Global Fields. . . (= Contract Expiration Date Maintenance

ﬂ HZAFCU Audit Contract Renewal
ﬂ HZAFCU Contract Reminder - 30 days

Template Mame: PHew Template Mame Here

<[] =
o)

You can create a new email document by typing the subject in the Subject line and typing the
message in the Message Body. If you wish to utilize this email repeatedly, you can save this as
a template for future Triggers for additional contracts. Do not save over an existing template.
Simply select Templates (in the red square above) then “Save Template As”, then name your
template in the box beside Template Name and click Finish. It is recommended that you
identify your credit union in the beginning of the template name to differentiate it from other
credit unions, and to make it easier for you to locate in the future. A folder referencing your

credit union name is available for you to save all of your email documents.

You can also utilize existing templates in the Document Library as a starting point to create
your email document. Simply select Templates then Select Template to browse the existing

email templates. Follow the steps above to customize and save your email document.

Once the email is completed, click on Save (indicated by the red arrow above) to save this
email to the Trigger itself and the program will return you to the Trigger implementation

process.
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Creating Email Global Fields

*f E-mail Document

Create and Save an E-mail Document
Create and save an e-mail bt o . )
| P 1/ E-mail Global Fields |_
§ Templates ~ !_g Save Carflel Global Fields
Select Template. .. Global fields are pieces of text that can be inserted into any e-mail by simply specifying its
me. An example of its use is a signature, Edit the fields, then click Finish to save.,
Sawve Template
Save Template As... EEJ Add Field, . . Edit Froperties, . . == Delete Field
i Insert Field 3 - , Value
Global Fields. . .
% @ConfidentialityStatement This message originates From FCUL and contains inforrnati, ..
gDesﬁopDownloadURL =<a target="_blank" href="http:fFcul.smartsourcedeskto. ..
ServerLocation secure.iasta.com/Foul
gServerURL <a target="_blark" href="http: fFcul. smartsourcepaortal. ...
= Back Finish Cancel ] [ Help

When creating your email, you have the option to create Global Fields, which contain text

such as a confidentiality statement or an email signature that can be inserted into any email
template at the click of a button. Click on Global Fields, and then Add Field.
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E-mail Global Field

Specify a Global Field

contain letkers and numbers. Click Finish ta save your changes.

Field Access

All users in the subdarmain can use this field This Field is required

This Field is private -- only I can use it

Specify the field's access along with its name and walue. The field name must anly

—

ConfidentialityStatement

Field Mame:

E inserted into any e-mail by simply specifying its

This message originates from =xXx Cred PP and contains
information which may be corfidential 8F
only for the individual or entity named ab

anyone else to disclose, copy, distribute o

Field Yalue:

< Back

leged and is inkended
t is prohibited For
the contents of this

e, Edit the fields, then click Finish to save,

Ete Field

iginates From FCUL and contains informati.. .
ank!" href="http:{Fcul.smarksourcedeskio, .

rnfFoul

rmessage,
- ! I R

Finish
3 Confidentiali

<3 target="_blank" href="http:/{foul. smartsourceportal. . ..

Credit Union and contai. ..

is message originakes Fro

You will need to create a Field Name or fitle for your Global Field to identify the text for

future use, and a Field Value which is the text of your Global Field.

Note: The field name must only contain letters

and numbers, so do not include any spaces or

symbols within the field name. Once this is completed, click Finish.

Access for this feature is only being provided for Private Fields, so only you will have access to

the Global Fields that you've created. You can add as many Global Fields as needed. When

you've completed adding your Global Fields, simply click Finish and you will return to the

Email Document screen.
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Inserting Global Fields

*fd E-mail Document -- Blar

=

Create and Save an E-mail

Create and sawve an e-r

save the e-mail.

I Templates ~ | )] Save 4

Select Template. ..
Sawve Template

Sawve Template As...

Insert Field

Global Fields, . .

Thank you,
Your Signature Here

our Confidentiali

Sta

Zustom:Hasthemonitoringchecklistbeencompletedandapprovedby appropriatestaff
Zustom:HasthethirdpartywendorcompletedtheDuebiligenceuestionnaire
Cuskom:InterestRateRisk

Zustom: IsitnecessaryforthisthirdpartywendortocompleteabuebiligenceQuestionnaire
Zustom: LiquiditbyRisk,

Custom :MearDateDatetoprovidenaoticetowendarifnotrenewingecontract
Zustom:ReputationRisk

Zustom:ReviewsdByLegal

Custom:RiskAssessmentOwverall

Zustom:RiskAssessmentReportDate

Zuskom: StraktegicRisk

Cuskom: TransacktionRisk

Crgner Company

Cnwner tFirsthame

Comner:LastMame

EventEndTime

EventID

Ewenthlame

EventPreliminaryBidDueDake

EventSponsar

EwentStartTime

CompanyMame

FirstMarme

LastMame

Passwiord

UserMame

ZonfidentialityStatement

[ I R P T =11

Once you return to the Email Document Screen, you can insert the global field(s) that you've

created into the email as described on the following page:

Place your cursor within the email document (or Subject line) where you'd like the field

to appear

Click on Templates
Click on Insert Field

Click on your Global Field, which can be located by scrolling to the bottom of the list,
and you will be returned to the Email Document screen

When the field is added to your email document, it will appear in this format >

%ConfidentialityStatement%.

In addition, numerous Custom Fields, which are pulled from the fields of your contract

record, can be inserted info your emails. Simply repeat the steps above, and insert as many

custom fields as needed.
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Saving Email Document to Trigger

*f E-mail Document -- Contract Expiration Date Maintenance

Create and Save an E-mail Document

Create and save an e-mail to be sent at a later date. Select an existing kemplate or create a new message, make changes, and

save th%

éjlemplates Save gBncel | ) Help

Subject;  |¥eContract:Mamess Expiration Date Mainkenance

Message Body:

(B (1] (U] - | Verdn -AAA BLBEYCHEEEE == |

woe
(1]
e
(1]

Dear %Owner:FirstNamea,
This contract has expired today. Please log in to the system and change your begin date and end

dates to reflect the renewal of the contract. You must add new triggers to this contract as well to
reflect the new renewal dates.

Thank you,
% Signature®

% ConfidentialityStatement%

If your custom field(s) will be within a sentence, please be certain that a space is inserted both

before and after the field for proper formatting in the email.

It is highly recommended to preview your email documents and customized templates. Please
review the following pages entitled “Previewing Email Templates” for instructions on

previewing your emails for accuracy with custom field usage.

Once the email is completed, click on Save to save this email to the trigger and the program

will then return you to the trigger implementation process.
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Adding Recipients to Triggers

‘fd Contract Trigger - Page 2 of 3

E-mail Trigger

Define the e-mail contents, then select the recipients (contract owner or all
cankrack attendees), You can alsa add individual recipients,

Send an E-mail

E-mail Document: |

Select Attendees

L]

The Contract Qwner []all Internal Atkendees
endess in the Contrack [ ]all External ttendees

Delete Attendesls)

& Eglﬂew Atbendes(sy, |
M

-
56| a Harnmock, Lisa
[ & Praject Administrat
& Vary, Lari

E-mail

Enter the e-mail addresz of the attendes;
| |

L Ok Cancel J

Enable Trigger [ < Back JL_NE):IZ = ] [ Zancel ] [

Help

This step will allow you to select the people that need to receive the email trigger. The

contfract owner will automatically receive a copy of the email, and you will need to decide

who else would be appropriate. You can add as many attendees as you wish and they do not

need to have a user license for the Ventelligence system in order to receive the email.

To add atftendees that are not assigned to this contract record, click on New Attendee(s),

input the email address information as requested and click OK. Once you have completed

this step, click Next.
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Create a Trigger Time

“£| Contract Trigger - Page 3 of 3

Trigger Times

Add a krigger time For each time the trigger should execute, Moke that once
a krigger time executes it will not execute again, To execute the krigger
anain, edit the contract and add a new trigaer time or edit the Date Time

Trigger Times

E:]Z Mew Trigger Time, . . )" Edit Time == Delete Timels)

Execuked Time Enable Trigger | Cate Field

Click on New Trigger Time to create a trigger based on any of the dates that have been

entered into the contract management system.
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“£| Trigger Time ﬁ

Trigger Time

|BeginDate M

|D| j| | dawis) M | before M

- [¥]Enable Trigger | “¢] Trigger Time ﬁ
[ 1150021 Time

Date Field: J BeginDate vl
Beqinbate -~

0 j EndDate
BidDateBeqgintolookatnewyendor stosolicitbids
MearDateDatetoprovidenoticetovendorifnotre) =
AutornaticContrackRenewalDate

Riskfss : : 1
Dateofnﬁ Trigger Time ﬁ
Dakeafh
Trigger Time
Date Field: |BeginDate M
0 ﬁ S | |before M

Ir Time

] [ Cancel ]

To create or edit a Trigger time:

» Select the desired date from the drop-down box in the Date Field as indicated by the
red circle and red square in the top 2 pictures

*  You will need to determine the appropriate time frame you wish to receive the email
trigger as indicated by the red square in the bottom picture

» Select the remaining fields to designate the timing of the Trigger

* Make sure the box for Enable Trigger Time (as indicated by the arrow above) is
selected and click on OK

Ventelligence will automatically calculate the number of years, months, weeks or days from

the selected date and activate the trigger email on the correct date.

Once this is completed, click Finish to complete the Trigger set-up process.
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Previewing an Email Template

Mew Contrack, .. fﬁ Edit C-:-ntrac@ Delete | 5% SearchiFilker Reports &)

S
Wiew: o all-
Marne Descripkion Risk. Assessment Cyverall
% ClLz4 ATM/Debit Card Processor High
@ Dunbar Armored Car Services High
@ Morgan, Colling & ... CPA & Auditing Services High
! Swmikar Zare Swskem High
@ Herox Copiet Rental, Purchase and Maintena.., Low

*It is highly recommended that you preview your email templates for accuracy, especially
when you're utilizing custom fields, prior to attaching them to multiple contract records.
To preview an existing email template, click on the desired contract record and click on the

envelope in the toolbar.

Note: This function can also be utilized as an additional method in creating new email

templates.
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Email Templates

“£] Send E-mail
Send an E-mail

Select Template. .,
Save Template

Save Template As. .. eceipk For this e-mail

Categories

&-8-8-E-E-E-8-8-E-E-E

File Edit “iew Help

*fd Document Library

F CFEFCU
£ CFPCU

[ FoUL E-Mails
[ F3S Internal

Insert Field » Bl Address [ HCarcu
@lobal Fields. . . feul.com [ ey
ry@Feul.com [ JEC Templates
£ Jeff CTCU
£ sFCU

(=) Blank Template
_:?1 Conkrack Expiration Dake Mainkenance
(=] Service ‘Written ofF

j Trigger - 120 days - expiration

_?1 Trigger - 30 days - automatic renewwal
_2"1 Trigger - 30 davs - expiration

_:1 Trigger - 30 days expiration - sourcing
j Trigger - 45 days - expiration

Quickly send an e-mail to some or all of the attendeg) =1E_rzil Temolakes e and
select the Send Twpe (To, CC, BCC), = 'Eﬂ E-mail Templates
| i - [ <1 Templates
B rootates - £ Cal-Lib Emp CU Help

Click on Templates and Select Template and a list of templates will appear. Simply select

which template you wish to preview and click Finish.
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TZI Send E-mail -- Contract Expiration Date Maintenance = @ﬁ
Send an E-mail
Quickly send an e-mail ko some or all of the attendees in the current praject. To specify the recipients, highlight the
select thwc, BCC).
»
[“Irequest a read receipt For this e-mail
Recipients: Type E-mail Address Name Attendee Ac*
BCC:  Ivary@fcul.com =
BCC:  lorivary@foul,com
BCC:  liza@foul.com [i]
< ] 1l ] m
Subject: | %Contract:Namess Expiration Date Maintenance
-
Attachments: | E “¢/ E-mail Preview i— 1=t m
Messeas sy {Message 1 of 1 | <Back Mext> | SjPrint | Close | @ Help |
: [ ] .
: B DY - ] ;i 7z I
From: FCUL (Test Froject Administrator)
Dear %0Owner:FirstName%, To: (Undisclosed)
This contract has expire Pl BCC: (Preview only -- BCCs will not be disclosed in the e-mail)
. N lvary@feul.com
begin date and end date ct -
tri to thi I lori.vary@fcul.com
new triggers to this contra liza@fcul.com =
FCUL {Test Project Administrator)
bject: Cuz4 Expiration Date Maintenance
essage
Dear Lori, ol
This contract has expired today. Please log in to the system and change your begin date and
end dates to reflect the renewal of the contract. You must add new triggers to this contract
as well to reflect the new renewal dates.
v

The text within the template will appear within the body of your email document. Click on

Preview and you will see exactly how the text will appear when the email is delivered.
Caution: when using Insert Field, beware of the following possible errors:

* If text is not typed into the actual field within the contract record itself, a blank space
will appear in the email when the trigger is sent

*  When utilizing existing email templates, be certain that all Custom Fields within the
template are identical to the Custom Fields within your contract type. Otherwise,
%XXXFieldName% will appear in the email when your email is sent.
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The purpose of this document is to provide a tool to assist credit union staff in the risk assessment process for third party vendor
relationships. This process is designed to determine the extent of risk assessment and the level of due diligence required to
move forward with new third party vendors. Please provide the following:

Vendor Name

Describe the product or service to be provided by the third party vendor relationship.

Date of Review

Reviewer’s Name

Was more than one third party vendor considered prior to entering into this relationship? If no, provide comments.
Document that the third party vendor relationship compliments the credit union's overall mission and philosophy.
Is the credit union staff qualified to manage and monitor the third party vendor relationship?

Is the activity mission critical?

Has a cost/benefit analysis been examined? If no, provide comments.

How will the credit union manage member expectations?

What is the exit strategy?

Document the evaluation of costs of monitoring and providing support to the third party vendor program (i.e., staffing, capital
expenditures, communications, technological investments, etc.)

Have measurable and achievable goals been clearly defined? If no, provide comments.

Have levels of authority and responsibility been clearly defined? If no, provide comments.

Do the financial projections align with the credit union's overall strategic plan and ALM framework? If no, provide comments.
Define the nature and scope of the credit union's needs that the third party vendor will be providing.

Credit Risk can be incurred by credit unions in third party vendor relationships when they prepay compensation for a product or
service. Examples may include:

* Prepaid maintenance or service contracts.

* Lump sum retainers for consultants or attorneys

* Milestone funding of construction projects.

Credit Risk is also incurred when credit unions extend funds to a third party vendor for outsourcing purposes.

These services may include:
* Pension Programs
* Armored Car
* Check Processing

If Credit Risk exists, the credit union defines this risk as:
* High Annual expenditure or transaction amount over $10,000
* Medium Annual expenditure or transaction amount between $5,000 and $9,999
* Low Annual expenditure or transaction amount below $5,000

Based on your understanding of this relationship and knowledge of the product or service, rate the level of credit risk.

Interest Rate Risk is the risk to credit union earnings or capital arising from movements in interest rates. With regard to this third
party vendor relationship, you must evaluate whether this relationship has any bearing on your credit union's Interest Rate Risk.
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Based on your understanding of this relationship and knowledge of the product or service, rate the level of interest rate risk to
the credit union.

Liquidity Risk is the risk to earnings or capital arising from a credit union’s inability to meet its obligations when they come due,
without incurring unacceptable losses.

Liquidity Risk includes the inability to manage unplanned decreases or changes in funding sources. Liquidity risk also arises
from the credit union’s failure to recognize or address changes in market conditions that affect the ability to liquidate assets
quickly and with minimal loss in value.

Liquidity Risk, like credit risk, is a recognizable risk associated with banking. The level of liquidity risk can be defined when a
credit union determines whether they have enough cash to begin a major project. The level of risk may be defined by credit
union policy.

Based on your understanding of this relationship and knowledge of the product or service, rate the level of liquidity risk.

Transaction Risk arises from problems with customer service or product delivery. A third party vendor's failure to perform as
expected by the credit union or by members because of inadequate capacity, technological failure, human error, inadequate
business resumption or fraud exposes the credit union to transaction risk.

Based on your understanding of this relationship and knowledge of the product or service, rate the level of transaction risk.

Note that "mission critical" relates to whether or not a disruption of service prevents the credit union from operating.

Compliance Risk exists when products, services, or systems associated with third party vendor relationships have the potential
to place the credit union in violation of laws, rules, or regulations, or in non-conformance with internal policies and procedures or
ethical standards.

Compliance risk increases when third party vendors have access to consumer, member, or employee records, when a conflict of
interest between the credit union and the third party vendor potentially exists, or when the credit union relies on the third party
vendor to implement appropriate information security policies to protect credit union data. If compliance risk exists this should be
considered a high level contract.

Does this third party vendor have the potential to place the credit union in violation of laws, rules, or regulations or in non-
conformance with internal policies and procedures or ethical standards? Based on your understanding of this relationship and
knowledge of the product or service, rate the level of compliance risk. If member data is in the hands of a third party vendor, the
risk level is considered higher than a third party vendor that does not access member data.

Strategic Risk arises when credit unions use third party vendors to conduct business functions, support important information
systems or other technology, or offer products or services on behalf of the credit union. If these business functions or services
would be under-performed or temporarily or permanently ceased and as a result the credit union would be negatively impacted,
a strategic risk is involved in this relationship.

Based on your understanding of this relationship and knowledge of the product or service, rate the level of strategic risk.
Reputation Risk arises from negative public opinion about the credit union. Reputation risk exists in third party vendor

relationships if the relationship has the potential to result in credit union members receiving poor member service, disruption of
service, inappropriate sales recommendations, or places the credit union in violation of consumer law.

Reputation risk increases when the third party vendor's employees interact directly with credit union members. Also, publicity
about adverse events surrounding the third party vendor may increase the credit union's reputation risk. Reputation Risk
increases when a third party vendor's employees interact directly with your credit union members.

Based on your understanding of this relationship and knowledge of the product or service, rate the level of reputation risk.

Based on your understanding of this relationship, knowledge of the product and service, and the risk levels previously rated, rate
the overall risk of this relationship.
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The purpose of this document is to provide a tool to assist credit union staff in the risk assessment process for third party vendor
relationships. This process is designed to determine the extent of risk assessment and the level of due diligence required to
move forward with existing third party vendors. Please provide the following:
11 Vendor Name
Describe the product or service to be provided by the third party vendor relationship.
Date of Review
Reviewer Name

Credit Risk can be incurred by credit unions in third party vendor relationships when they prepay compensation for a product or
service. Examples may include:

* Prepaid maintenance or service contracts
* Lump sum retainers for consultants or attorneys
* Milestone funding of construction projects

Credit Risk is also incurred when credit unions extend funds to a third party vendor for outsourcing purposes. These services
may include:

2.1 * Pension Programs
* Armored Car
* Check Processing

If Credit Risk exists, the credit union defines this risk as:

* High Annual expenditure or transaction amount over $10,000
* Medium Annual expenditure or transaction amount between $5,000 and $9,999
* Low Annual expenditure or transaction amount below $5,000

Based on your understanding of this relationship and knowledge of the product or service, rate the level of credit risk.

Interest Rate Risk is the risk to credit union earnings or capital arising from movements in interest rates. With regard to this third

party vendor relationship, you must evaluate whether this relationship has any bearing on your credit union's Interest Rate Risk.
2.2
Based on your understanding of this relationship and knowledge of the product or service, rate the level of Interest Rate Risk to

the credit union.

Liquidity Risk is the risk to earnings or capital arising from a credit union’s inability to meet its obligations when they come due,
without incurring unacceptable losses.

Liquidity Risk includes the inability to manage unplanned decreases or changes in funding sources. Liquidity Risk also arises
from the credit union’s failure to recognize or address changes in market conditions that affect the ability to liquidate assets
23 quickly and with minimal loss in value.

Liquidity Risk, like Credit Risk, is a recognizable risk associated with banking. The level of Liquidity Risk can be defined when a
credit union determines whether they have enough cash to begin a major project. The level of risk may be defined by credit
union policy.

Based on your understanding of this relationship and knowledge of the product or service, rate the level of Liquidity Risk.

Transaction Risk arises from problems with customer service or product delivery. A third party vendor's failure to perform as
expected by the credit union or by members because of inadequate capacity, technological failure, human error, inadequate
24 business resumption or fraud exposes the credit union to Transaction Risk.

Based on your understanding of this relationship and knowledge of the product or service, rate the level of Transaction Risk.
Note that "mission critical" relates to whether or not a disruption of service prevents the credit union from operating.

Page 57 Of 68 ................................................................... ven‘l-e | ence

SMART VENDOR | MANAGEMENT



Risk Assessment for Existing Contracts ............coeeeiiviieeeeiiiiinnenn..,

Compliance Risk exists when products, services, or systems associated with third party vendor relationships have the potential
to place the credit union in violation of laws, rules, or regulations, or in non-conformance with internal policies and procedures or
ethical standards.

Compliance Risk increases when third party vendors have access to consumer, member, or employee records, when a conflict
of interest between the credit union and the third party vendor potentially exists, or when the credit union relies on the third party

25 vendor to implement appropriate information security policies to protect credit union data. If Compliance Risk exists this should
be considered a high level contract.

Does this third party vendor have the potential to place the credit union in violation of laws, rules, or regulations or in non-
conformance with internal policies and procedures or ethical standards? Based on your understanding of this relationship and
knowledge of the product or service, rate the level of Compliance Risk. If member data is in the hands of a third party vendor,
the risk level is considered higher than a third party vendor that does not access member data.

Strategic Risk arises when credit unions use third party vendors to conduct business functions, support important information
systems or other technology, or offer products or services on behalf of the credit union. If these business functions or services

26 would be under-performed or temporarily or permanently ceased and as a result the credit union would be negatively impacted,
a strategic risk is involved in this relationship.

Based on your understanding of this relationship and knowledge of the product or service, rate the level of Strategic Risk.
Reputation Risk arises from negative public opinion about the credit union. Reputation Risk exists in third party vendor

relationships if the relationship has the potential to result in credit union members receiving poor member service, disruption of
service, inappropriate sales recommendations, or places the credit union in violation of consumer law.

21 Reputation Risk increases when the third party vendor's employees interact directly with credit union members. Also, publicity
about adverse events surrounding the third party vendor may increase the credit union's Reputation Risk.
Based on your understanding of this relationship and knowledge of the product or service, rate the level of reputation risk.

28 Based on your understanding of this relationship, knowledge of the product or service, and the risk levels previously rated, rate

the overall risk of this relationship.
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Due Diligence Checklist.........c.coovveiiiiiiiiiiiiiii e,
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Background Information: Complete the following:
Third Party Vendor Name
Product or Service Provided
Date of Review
Reviewer’s Name
Did the credit union consider the third party vendor's experience providing the proposed service or program?

Did the credit union request referrals from the prospective third party vendor clients to determine their satisfaction and
experience with the proposed arrangement?

Did the credit union review and consider any lawsuits and/or legal proceedings involving the third party vendor or its principles?

Did the credit union ensure the third party vendor or their agents have any required licenses, certifications, patents or
trademarks, and that they remain current for the duration of the arrangement?

Did the credit union consider other sources of information such as the Better Business Bureau, Federal Trade Commission,
credit reporting agencies, state consumer affairs offices, or state attorney general offices?

Did the credit union obtain and review regulatory examination reports from the vendor?

Did the credit union verify and receive confirmation that the third party vendor has appropriate insurance coverage?

Is the third party vendor using subcontractors to supplement the services provided to the credit union? If yes, list them below.
Did the credit union determine if the third party vendor is foreign or domestic?

Does the credit union understand the third party vendor's business model?

Does the credit union understand the third party vendor's sources of income and expense and have they considered any
conflicts of interest that may exist between the third party vendor and the credit union?

Is the credit union tracking and identifying the cash flows of the third party vendor accurately?
Is there an understanding of how funds transfer between all parties?
Can you accurately describe how cash flows from the member, the third party vendor, and the credit union?

Does the credit union's analysis of the financial statements of the third party vendor and its closely related affiliates provide
reasonable assurance that the third party vendor has the ability to fulfill the contractual commitments proposed?

Did the credit union use other available sources in evaluating the overall financial health of the prospective or existing third party
vendor (i.e., Nationally Recognized Statistical Rating Organizations, SAS 70 (Type Il) reports, etc.)?

If the credit union obtained a SAS70 report, have you reviewed and implemented the Client Considerations (controls) contained
in the report?

Based on the review of relevant documents, is the credit union comfortable with the third party vendor's outstanding
commitments described?

Based on the review of relevant documents, is the credit union comfortable with the third party vendor's capital strength?

Based on the review of relevant documents, is the credit union comfortable with the third party vendor's liquidity?
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Due Diligence Checklist.........c.coovveiiiiiiiiiiiiiii e,
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Based on the review of relevant documents, is the credit union comfortable with the third party vendor's operating results?

Based on the review of relevant documents, is the credit union comfortable with the third party vendor's off balance sheet
liabilities?

Based on opinion, do you feel this third party vendor can financially perform?

Does the credit union have an adequate accounting infrastructure to appropriately track, identify, and classify transactions in
accordance with Generally Accepted Accounting Principles (GAAP)?

Are reports to be prepared on a monthly basis adequately reflecting the amount of activity with the third party vendor and
providing sufficient information to properly monitor the activities?

Are informative summary reports to be provided to senior management or the board of directors?

Has the credit union assigned appropriate staff to oversee the third party vendor relationship to monitor performance and
compliance with contracts?

If the third party vendor originates member transactions, does the credit union verify the transactions with the member?
If the third party vendor services member accounts, does the credit union receive periodic reports on the activity?

Does the credit union control account verifications?

Does the credit union verify the third party vendor's reports are accurate?

If the third party provides technology services, did the credit union obtain a high level schematic of the third party vendor’s
system?

Did the credit union review the service providers business resumption contingency plans to ensure that any services considered
mission critical for the credit union can be restored in an acceptable time frame?

If the third party vendor services loans, does the credit union verify that member payments are remitted to the credit union in
compliance with the contract?

Does the credit union have the infrastructure (staffing, equipment, technology, etc.) in place to sufficiently monitor the third party
vendor arrangement?

Has the credit union established appropriate internal controls to ensure internal staff is following policy guidance for third party
vendor relationships?

How does the credit union communicate with the third party vendor?
Is there a plan in place to test communication security?
Does the communication method ensure member data is protected?
Does the communication method utilize the following to transfer data?
PGP
Encrypted Zip files
VPN
Other

Did the credit union obtain adequate information detailing the security measures in place to protect the member information?

lgence

SMART VENDOR | MANAGEMENT



Page 6] Of 68 ................................................................... ven‘l-e | ence

SMART VENDOR | MANAGEMENT



Due Diligence Questionnaire for Third Party Vendors....................
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Background Information Provide the following information:
Company Name
Company Address
Phone
Fax
Web Address
Primary Contact
Email Address
Contact Number

Describe Primary Product or Service.
Describe your experience in providing services in the credit union marketplace.
Provide three current client references that you have been doing business with, for one (1) year or longer.
Reference Company Name
Nature of Relationship
Contact Person
Contact Phone Number
Contact E-Email Address

Have there been any lawsuits or declarations of any legal action against your Company or principals for breach of contract
within the last three years, pending or settled?

Are there currently any other lawsuits pending against your Company or its principals? If so, please describe the nature of the
lawsuit.

Please list all current licenses, certifications, patents and trademarks held by your organization and your agents and the
corresponding expiration dates of each.

Give a description of your company history.
Is your company publicly or privately held?
If your company is publicly held, please provide the stock symbol that your company's stock is traded under.
How many years has your company been in business?
Please provide a listing of relevant contracts with third party vendors, consultants, resellers, independent contractors, etc.
Please provide a description of your business model, including (but not limited to) your business and marketing plans.
Please provide the following:
Annual Report for Previous Year
Audited Financials for Previous 2 Years
Copy of Business Plan
SAS 70 or equivalent

Business Continuity or Disaster Recovery Plan

Describe your experience and ability to provide the necessary services and supporting technology for current and anticipated
needs.
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Due Diligence Questionnaire for Third Party Vendors....................
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Describe your use of third party vendors or partners that would be used to support the outsourced operations for a credit union.
List those providers as applicable. This may include IT system partners etc.

Will credit unions require additional systems, data conversions, and additional work to utilize your company’s services?
Describe your ability to respond to service disruptions.

List key personnel that would be assigned to support the credit unions. Describe their roles and experience with your
organization.

What are the credentials of the systems administration staff?
Has the systems administration staff undergone complete background and criminal checks?

How long are the access logs retained? Who reviews the logs? How many characters must a password have? Are
alphanumeric passwords required? How frequently must it be changed?

Are hosting staff onsite or on-call 24/7?

Where is (are) your data center(s) located?

Describe the physical security, disaster recovery, back up/redundancy, and prevention features of your data center.
Who (including data center staff, other employees and vendors) has access to Network security?

Are industry-standard firewalls deployed? Where are they deployed? How does your company keep the software for the
firewalls current?

Is administrative access to firewalls and other perimeter devices allowed only through secure methods or direct serial port
access?

What protocols and ports are allowed to traverse the network and firewall?

Does your company use intrusion detection systems (IDS)? How long are IDS logs kept?

Does your company use an intrusion prevention system (IPS)?

Are formal incident-response procedures in place? Are they tested regularly?

Does your company engage third party vendor security service providers to perform ongoing vulnerability assessments?
Does your company have a workflow diagram of the process for CU system failure?

Are ongoing vulnerability assessments performed against the systems?

Are file permissions set on a need-to-access basis only?

How operating systems are kept up-to-date?

How does your company keep abreast of software vulnerabilities?

What is the procedure for installing software updates?

Are audit logs implemented on all systems that store or process critical information? How often are these logs reviewed?
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Due Diligence Questionnaire for Third Party Vendors....................

515 What change management procedures are in place?

5.6 Describe the user account and password policy.

5.7 Do sessions automatically time out after an idle period?

5.8 Are user accounts for contract personnel created with expiration dates? How are user accounts closed after termination?

How is data integrity ensured?
5.9 What checks are carried out on people who might have access to the data?
Discuss all security features.

Are all development software licenses current? Please provide a list of your development software licenses.
5.10
Does your company utilize any third party vendor software development companies? If so, please explain.

When was the software first released?
511 When was the software was last updated?
How often are software updates/upgrades planned?

Please describe the levels of support (i.e., technical, customer, etc.) your company provides to participating credit unions.
5.12 What methods would a credit union use to contact your company for support?
How many staff positions are available to assist the credit union?
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The purpose of this document is to provide a tool to assist credit union staff with the due diligence process for third party vendor
relationships pertaining to legal issues. It is recommended that you confirm that the credit union’s third party vendor contract
addresses the areas below. Please provide the following:
Vendor Name
Product or Service Provided
Date of Review
Reviewer Name
Scope of the arrangement, services offered, and activities authorized.
What is the state of jurisdiction?
Responsibilities of all parties (including subcontractor oversight).
Service level agreements addressing performance standards and measures.
Performance reports and frequency of reporting.
Penalties for lack of performance.
Ownership, control, maintenance and access to financial and operating records.
Ownership of servicing rights.
Audit rights and requirements (including responsibility for payment).
Data security and member confidentiality (including testing and audit).
Business resumption or contingency planning.
Evidence of current insurance coverage: Insurance coverage, including fidelity and errors and omission coverage, should be
carried by third party vendors providing services to a credit union. It should also cover subcontractors, if applicable. Coverage
amounts should by sufficient to mitigate risk.
Member complaints and member service.
Compliance with regulatory requirements [i.e., Gramm-Leach-Bliley Act (GLBA), Privacy, BSA, etc.].
Dispute resolution.
Default, termination and escape clauses: Be aware of each third party vendor's contractual obligations and how the credit union
may terminate the contract if the performance expectations or contract obligations are not met. Credit unions should exercise
their right to negotiate contract terms with third party vendors for mutually beneficial contracts. Credit union officials should
ensure that any contract terms agreed to would not adversely affect the credit union's safety and soundness, regardless of

contract performance.

Did the credit union obtain an independent legal opinion about any services provided by the third party vendor under the
arrangement?

Is the third party vendor compliant with state and federal laws and regulations, and contractually bound to comply with
applicable laws? (i.e., Regulation B, Regulation Z, HMDA, etc.)?
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Background Information Complete the following:
Third Party Vendor Name
11 Product or Services Provided
Date of Review
Reviewer Name
12 Identify the dates to monitor the following:
1.2.1  Updated Annual Report for Previous Year
1.2.2  Audited Financials for Previous Year
1.2.3  Updated SAS 70 or equivalent, if available

1.24  Updated Insurance Documents

2.1 Identify dates to monitor if funds are transferring properly.

31 Designate dates to review reports monitoring third party vendor activities and information.

3.2 Identify dates to prepare reports to provide to senior management or the Board of Directors.

33 Identify dates to monitor member transactions originated by the third party vendor.

3.4 Identify dates required to monitor third party vendor reports (Examiner guidelines recommend monthly).

35 Define dates required to monitor account verifications.

3.6 Designate dates to verify third party vendor's reports for accuracy.

37 !f the third party vendor. services loans, set the dates to verify that member payments are being remitted (can be set
intermittently if appropriate).

4.1 List any other activities and frequency of monitoring required for each.

Page 66 Of 68 ................................................................... ven‘l-e | ence

SMART VENDOR | MANAGEMENT



Additional INformMation ...

Who to Contact for Help

* Lori Vary, Director of Financial Programs
941.747.9646

lori.vary@fcul.com

* Liz Aperauch, Performance Consultant
800.342.1266, ext. 1142

liza@fcul.com

e Lisa Hommock, Performance Consultant
800.342.1266, ext. 1146
lisa.hammock@fcul.com

Helpful Links

* National Credit Union Association (NCUA): www.ncua.gov

* The Florida Credit Union League Compliance InfoSight: www.fcul.com, under FCUL
then Regulatory Compliance (for LSCU affiliated credit unions only)

* Credit Union National Association (CUNA): www.cuna.org

* Ventelligence: www.ventelligence.com
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